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• 2. FREEDOM FROM DOUBT, ANXIETY, OR FEAR; CONFIDENCE.

• 3. SOMETHING THAT GIVES OR ASSURES SAFETY, AS:

• 1. A GROUP OR DEPARTMENT OF PRIVATE GUARDS: CALL

BUILDING SECURITY IF A VISITOR ACTS SUSPICIOUS.

• 2. MEASURES ADOPTED BY A GOVERNMENT TO PREVENT

ESPIONAGE, SABOTAGE, OR ATTACK.

• 3. MEASURES ADOPTED, AS BY A BUSINESS OR

HOMEOWNER, TO PREVENT A CRIME SUCH AS BURGLARY OR

ASSAULT: SECURITY WAS LAX AT THE FIRM'S SMALLER PLANT.
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Computer Security
The protection afforded to an automated 
information system in order to attain the 
applicable objectives of preserving the 
integrity, availability and confidentiality 
of information system resources (includes 
hardware, software, firmware, 
information/data, and 
telecommunications)

http://csrc.nist.gov/publications/fips/fips199/F
IPS-PUB-199-final.pdf

http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
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… but threat and attack used nearly interchangeably 
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“Humans are incapable of securely storing 
high-quality cryptographic keys, and they 
have unacceptable speed and accuracy 
when performing cryptographic 
operations. (They are also large, expensive 
to maintain, difficult to manage, and they 
pollute the environment. It is astonishing 
that these devices continue to be 
manufactured and deployed. But they are 
sufficiently pervasive that we must design 
our protocols around their limitations.)”

-- C. Kaufman, R. Perlman, and M. 
Speciner. 

Network Security: 
Private Communication 
in a Public World, 2/E
Kaufman, Perlman & Speciner
Prentice Hall,  2003
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• HTTP://REGIONAL.KOMPAS.COM/READ/2015/08/11/12185971/KRONOLO

GI.HILANGNYA.UANG.NASABAH.BANK.MANDIRI.VERSI.KORBAN
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http://regional.kompas.com/read/2015/08/11/12185971/Kronologi.Hilangnya.Uang.Nasabah.Bank.Mandiri.Versi.Korban
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“Lack of internal security awareness is 
still one of our biggest threats. 

Technology can reduce risks to a point 
but it is people who are the weakest 

link.”

Deloitte Global Security Survey  2004 Respondent
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From: <USbank-Notification-Urgecq@UsBank.com>

To: …

Subject: USBank.com Account Update URGEgb

Date: Thu, 13 May 2004 17:56:45 -0500

USBank.com

Dear US Bank Customer,

During our regular update and verification of the Internet Banking Accounts, we

could not verify your current information. Either your information has been

changed or incomplete, as a result your access to use our services has been

limited. Please update your information.

To update your account information and start using our services please click on

the link below:

http://www.usbank.com/internetBanking/RequestRouter?requestCmdId=DisplayLoginPage

Note: Requests for information will be initiated by US Bank Business Development;

this process cannot be externally requested through Customer Support.
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• 1999 Computer Security Institute (CSI) / FBI Computer Crime 
Survey menunjukkan beberapa statistik yang menarik, seperti misalnya 
ditunjukkan bahwa “disgruntled worker” (orang dalam) merupakan 
potensi attack / abuse.

http://www.gocsi.com

Disgruntled workers 86%
Independent hackers 74%
US competitors 53%
Foreign corporation 30%
Foreign government 21%

http://ca.com/
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Menyadap PIN dengan
wireless camera
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Sumber: 
Surat Pembaca, Kompas, 2003
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• APLIKASI BISNIS YANG BERBASIS KOMPUTER / INTERNET

MENINGKAT.
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• PEMAKAI MAKIN MELEK TEKNOLOGI DAN KEMUDAHAN

MENDAPATKAN SOFTWARE.

•

•
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1.

2.
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• Cryptography was the art of writing or solving codes.

The Concise Oxford Dictionary (2006)

• Cryptography was an art to construct and break good 
codes.

Until 20th century

• Cryptography was a science.

The late 20th century

• Cryptography encompasses much more than secret 
communication.

Now

06/09/2016
46



It’s the scientific 
study of 

techniques for 
securing digital 

information, 
transactions, and 

distributed 
computations.

06/09/2016 47



• Cryptography was 
in military and 
intelligence 
organizations.

Classical 
Cryptography

• Cryptography is 
everywhere!Modern 

Cryptography

06/09/2016 48



• MessagePlaintext (cleartext)

• The process to disguise messageEncryption

• Encrypted messageCiphertext

• The process to turn back ciphertext into 
plaintext Decryption

• The algorithm of cryptographyCipher

• A cipher with plaintext, ciphertext, and key.Cryptosystem

06/09/2016
49



Cryptography

•The art and science to make message secure

Cryptographers

•People who practice cryptography

Cryptanalysis

•The art and science to break ciphertext

Cryptanalysts

•People who practice crypanalysis

Cryptology

•The branch of mathematics involving cryptography and cryptanalysis

Cryptologists

•People who practice cryptology

06/09/2016 50
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Cryptography

The art and 
science to 

make message 
secure

It doesn’t need 
other message

Steganography

The art and 
science to hide 

message in 
other message

It needs other 
message

06/09/201
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Plaintext Encryption Ciphertext Decryption Original plaintext

E(M) = C

D(C) = M

D(E(M)) = M

M : message/plaintext

C : ciphertext

E : encription process

D : decription process

06/09/201
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Authentication

•The receiver ascertains 
originality of message.

Integrity

•The receiver verifies message 
that it hasn’t modified in transit. 

Nonrepudiation

•A sender shouldn’t be able to 
deny that he sent a message.

06/09/201
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Examples 
of 

symmetric 
algorithm:

Caesar 
Cipher

Data 
Encryption 

Standar 
(DES)

3 Data 
Encription 
Standar 
(3DES)

06/09/201
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Examples 
of 

asymmetric 
algorithm:

Digital 
Signature

Rivest 
Shamir 

Adleman 
(RSA)

06/09/201
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Protocol is a series of steps between 
two or more parties to do the task.

Characteristics of protocol:

• It has a sequence from start to finish

• It involves two or more parties

• It achieves something

06/09/201
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